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PROCLAMATION No. 808/2013

A PROCLAMATION TO RE-ESTABLISH THE
INFORMATION NETWORK SECURITY
AGENCY

WHEREAS, it has become necessary to
ensure the security of advancing - critical
infrastructures and industries of the country that are
vulnerable and going to be more vulnerable to an
attack due to their reliance on computer;

WHEREAS, it has become necessary to
protect the cyber space which is created by the local
and international computer networking, so as not to
be a national security threat;

WHEREAS, it has become imperative to
ensure the security of information, as information is
invaluable social, political and economic asset;

WHEREAS, it is essential to secure
information and  critical  computer  based
infrastructure in order to ensure the national interest
and citizens’ right;

WHEREAS, it has become necessary to
establish strong institution that coordinates national
efforts to realize the security of information and
critical computer based infrastructures and capable to
implement national cyber security policy and strategy
effectively;

NOW, THEREFORE, in accordance with
Article 55(1) of the Constitution of the Federal
Democratic Republic of Ethiopia, it is hereby
proclaimed as follows: ‘

1. Short Title

This Proclamation may be cited as the
“Information Network Security Agency Re-
establishment Proclamation No. 808/2013.”
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2.

In

Definitions

this Proclamation unless the context

otherwise requires:

1/

2/

3/

4/

5/

6/

“information” means an asset generated

from any raw data obtained in the form of
audio, texts, visual, map or orchestrated in
any form including codes and programs
used to command and control machines;

“computer” means any software and
microchips  technology based data
processing, data storage, data analysis,
data  dissemination and  data

communication device or any device that
is capable of performing logical,
arithmetic or routing, functions;

“computer based critical infrastructure”
includes industrial control systems,
information management systems and
infrastructures, cyber and telecom
infrastructures, electromagnetic systems,
geospatial infrastructures, military
command and control infrastructures and
any other infrastructures or systems that
analyze, disseminate, store and retrieve
information;

“critical  infrastructure” means an
infrastructure that can have considerable
damage on public safety and the national
interest, if attacked;

“attack” includes destruction of computer
based critical infrastructures or disruption
of their services or obliterating the
confidentiality, integrity or availability of
information or computer based
psychological attack on citizens or digital
identity theft perpetrated by different
techniques;

“security audit” includes conducting
penetration testing to computer based
critical  infrastructures to  identify
vulnerability or assessing institutions’
information security system pursuant to
the  national information policy and
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7/

8/

9/

standard and ordering, if necessary,
corrective measures to be taken;

“security testing and evaluation” means
pre-development, pre-procurement or pre-
deployment testing and evaluating
information technology products, services,
systems and process, pursuant to national
security standards and criteria;

“computer emergency response center”
means a center which is responsible for
detecting, analyzing, warning citizen,
recommending measures to be taken,
devising recovery mechanisms on the
issue of information and computer based
infrastructure  threats and  enabling
national and international coordination on
such issue;

“cryptography” means a science of coding
data so that they cannot be read or altered
by any person or any machine other than
the intended recipient or a science of
authentication and non-repudiation in the
electronic transaction;

10/ any expression in the masculine gender

includes the feminine.

Establishment

1/

2/

The Information Network Security
Agency (hereinafter the “Agency”) is
hereby re-established as an autonomous
federal government agency having its own
legal personality.

The Agency shall be accountable to the
Prime Minister.

Head Office

The Agency shall have its head office in
Addis Ababa, and may have branch offices
elsewhere as may be necessary.
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The objective of the Agency shall be to ensure
that information and computer based key

infrastructures are secured,

so as to be

enablers of national peace, democratization
and development programs.

Power and Duty of the Agency

The Agency shall have the powers and duties

to:

1/

2/

3/

4/

5/

6/

develop and implement research and study
based information and computer based
critical infrastructure’s security products
and services;

draft national policies, laws, standards and
strategies that enable to ensure
information and computer based key
infrastructures security, and oversight
their enforcement upon approval;

support public and private institutions to
formulate their own policies and standards
in compliance with the national
information security policy and standard
frameworks, and monitor their
implementation;

take all necessary counter measures to
defend any cyber or electromagnetic
attacks on information and computer
based infrastructures or systems or on
citizens’ psychology;

conduct information or computer based
critical infrastructures security audit at
any time and provide, for those that meet
the criteria, security standards approval
certificate or delegate other bodies to
perform such functions;

organize and administer a national
computer emergency responding center;
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concerned authorities, information on
selected transboundary national security
threat activities; and provide support to
security organs;






